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CASE STUDY: PUBLIC ADVOCACY /ACTIVISM 


🏗

⚧

📱

➢ Notifications are filled with violent & sexualized insults, rape & death 
threats, offensive memes, hate speech based on their gender, race & 
sexuality (online [sexual] harassment/abuse, trolling, swarming)

➢ False nude photos of them and media of them manipulated to be 
unflattering or compromising flood platforms (image-based abuse)

➢ Tweets & reddit posts defending them are reported & downvoted, 
while abusive tweets & posts are retweeted & upvoted (brigading)

➢ Facebook page was mass reported for removal (coordinated flagging)

➢ Their professional website has crashed due to being spammed with 
false requests ([distributed] denial-of-service [DoS /DDoS] attack) 

➢ Their home address and phone number have been disseminated all 
over multiple social media platforms to “teach her a lesson” (doxing)

➢ Someone makes a false call to the police about their family, claiming 
dangerous activity is occuring at their home (swatting)

➢ Someone creates a video game that involves battering their face 



CASE STUDY: INTIMATE PARTNER VIOLENCE


🚓
🏠
🎬

➢ He seems to always know where she is and details about people and 
events she hasn’t mentioned (spying, stalkerware, Apple AirTags), and 
uses that knowledge against her (technology-facilitated coercive control)

➢ He pretends to be her on her social media accounts to pump her friends 
for information, trying to catch her in a lie (impersonation)

➢ He has secretly set up a hidden webcam in their bedroom and records 
her engaging in sexual activity (voyeurism)

➢ He threatens to email all of her private photos and videos to friends, 
family & coworkers unless she does what he says (sextortion)

➢ He distributes the photos and videos of her as well as posts them online 
(non-consensual distribution of intimate images [NCDII])

➢ Others take the circulated materials to create fake but realistic 
pornographic videos of her (cheapfakes & deepfakes)

➢ He sets up fake personals ads sending men to her home & to her 
workplace to have sex with her, claiming that she has a rape fantasy
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➢ Continuum of Oppression: Broad spectrum of harmful actions & 
behaviours targeting women, girls, and minoritized genders

➢ Misogyny & Patriarchy: Rooted in, fuelled by, & exacerbates 
pre-Internet misogynistic beliefs, sexist norms, rape culture 

➢ Gendered & Intersectional: Disproportionately impacts women & 
girls, with unique harms to those in multiple marginalized groups

➢ Devices & Platforms: Phones, social media (facebook, twitter, 
instagram, youtube, tiktok), private messaging (sms, snapchat, 
whatsapp), streaming sites (twitch), gaming platforms

➢ Online Is Real-World: Collapses false dichotomy between “online” & 
“offline”; artificial distinction divorced from lived experience

➢ Underreported: Due to victim-blaming, technological illiteracy (of 
professionals & institutions), and re-traumatization by police

➢ Not “Just Speech”: TFGBV / TFSV occurs through online expression, 
but amount to substantive actions with devastating consequences

➢ Not “Cyberbullying”: minimizes and obscures extent of abuse and 
erases the systemic and structural nature of TFGBV & TFSV 



uOttawa: 
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➢ Psychological: fear, anxiety, depression, self-harm, suicide,  
loss of self-worth, emotional and mental trauma

➢ Physical/Geographical: leads to violence and abuse “offline”, 
such as stalking or physical attacks; psychological stress can 
cause physical illness; moving homes or schools for safety

➢ Social: isolation, ostracization, shaming; social networks turned 
against them or cut away; withdraw from potential social 
support networks based around school, work, sports/hobbies

➢ Professional: lost opportunities for career advancement; 
impedes fulfilling work or academic responsibilities; reputation 

➢ Financial: financial abuse, missed wages, costs of legal or other 
professional support, medical costs, costs of safety measures

➢ Democratic: TFV prevents women & girls from fully 
participating in (and influencing) society, politics, and culture 
(see e.g., legal & medical professions, technology industry) 

➢ Fundamental (Human Rights): impedes ability to exercise or 
enjoy benefit of fundamental human rights: violates right to 
equality, privacy, and freedom of expression 
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➢ Identifying
➢ Documenting
➢ Removal
➢ Safety Planning

➢ Remember: risk factors are different for people being targeted 
by partners, ex-partners, friends, roommates or family 



● Nude photos are a normal form of sexual communication
● Don’t blame people who have had their images shared
● Threats online are as serious as those offline
● Online harms have serious repercussions, mentally, physically, and 

financially
● Don’t ask the victim/survivor to stop using social media, texting, email, or 

going to digital spaces

Victim-blaming
Survivor-centric responses



● Make a list of images and videos that may exist

● Consider if abuser may have been able to record other images without consent

● Images may have been recorded on Zoom or Skype by third party app

● If images have been shared see the Cyber Civil Rights Initiative guide on how to get 
content taken down

● Facebook hashing system

● If sharing images consider what images are shared

○ Avoid images with their face or identifying marks (tatoos, birthmarks)

○ Avoid images in places that are identifiable (is the room recognizable?)

○ Use programs like Signal that allow for disappearing messages

Intimate images



● Reverse image search
● Google alerts for their name

Finding content online









● Document before reporting as the content may get 
removed

● See HeartMob ”Media Safety Guides” for tips on 
understanding social media companies’ policies and 
reporting mechanisms

Reporting to social media 
companies



● Create a log of what has happened
○ Date, time
○ What happened
○ Which app used
○ Evidence
○ Who you think did it
○ Impact on you
○ Evidence still needed
○ See “Sample Digital Evidence Chart” Not Without My Consent 

resource, upcoming BC Society of Transition Houses

Documenting/Logging Abuse



● If the abuser has access to the client’s computer in the home
● Abuser may be able to access search history
● Abuser may see the client is looking for help or ways to leave
● Your client want to use a library computer or work computer to do 

searches for things like shelters, new places to live, helplines, etc
● Can delete selective internet history
● Some browsers off a “private” or “incognito” option for browsing that 

doesn’t record the search history
● Domestic violence organizations often have a “Quick Exit” button that 

takes the user to an innocuous site

Internet history



● Sign out of all accounts when done using them
● Don’t share your password or automatically save passwords to 

devices
● Abusive partner may force their partner to share passwords
● Create alternate secret accounts that you only use at work or on 

a public computer and only with a secure group of people
● Use an email address or username that would not identify you or 

provide identifying information such as your year of birth
● ProtonMail is a secure service

Unwanted access to accounts



● Turn off location sharing and Bluetooth when not using those functions
● For example, have client look at Google Maps Timeline on their phone, 

shows everywhere they have been everyday
● Go into settings of devices to see what apps are tracking location
● Look at all apps on the phone
● Delete unknown or unnecessary apps
● Turn off “Find my phone” feature if partner has access to iCloud or 

similar features
● Family Sharing
● Find My Friends

Location tracking





● Photos posted on the internet may contain metadata that records 
the GPS location of where the photo was taken

● This can allow the abuser to find your client’s location
● Can turn this function off on your phone, remove the data from a 

single picture or change the geolocation data on a photo posted 
on the internet

Geotagging in photos



● Audio or visual recording devices can be hidden in many items
● Look at gifts given from abuser
● Especially with children’s items
● Some may allow for photos to be taken, recordings to be made or to 

wipe the device
● Apps and devices can scan for hidden cameras (Network scanners, 

port scanners, RF signal detector)

Hidden cameras and trackers



● Shared phone plans can allow the owner of the plan to access the call 
records of everyone on the plan

● Shared calendars and accounts can give access to a person’s schedule 
and files

● Consider whose emails are on these accounts and who has access to 
them

● Automatic backup to cloud storage
● Photos, contact, texts
● May want to turn this off

Phone plans and shared accounts



•A client may have signed into their accounts on their partner’s devices and 
checked them as “trusted devices”
•Only have the client’s personal devices be trusted devices
•Check for ”Last Account Activity” to see where the account has been 
accessed
•Sign out of all devices

Trusted devices and check-ins





● Be careful about looking for spyware on device, this can alert the abuser that 
you know it may be on the phone

● Use public computer to look information about stalkerware up
● May need to get a new device
● May need to wipe phone (Don’t back up from previous phone, may 

redownload stalkerware)
● See resources from Clinic to End Tech Abuse

○ Technology Assessment Questionnaire
○ Privacy Checkup Guides
○ IPV Spyware Discovery Tool
○ Technographs
○ App Classification Guide

Stalkerware



● Make a list of all accounts a person has online (social media, banking, shopping, cloud 
storage, school, email, food delivery, car services)

● Change the name of and password to their WiFi
● Change all passwords to unique passphrases (a sentence that is easy to remember)
● Do not use the same password for multiple accounts
● Use a sentence rather than a word
● Change letters to symbols or numbers (instead of “a” use “@”, instead of ”E” use “3”
● Example: MyC@tT1g3rLov3sTun@
● Do not use children’s names, old addresses, old phone numbers, important dates or 

anything a person who knows them well can guess
● Use a password manager
● Use two-factor authentication 

Passwords



● Turn off location services
● Go through each notification setting (See HackBlossom resource for detailed 

information)
● Get alerts that may be useful, such as when someone tags your client or 

comments on posts
● Get alerts whenever anyone logs into the account
● Avoid “checking in” to locations
● Don’t allow for app to access contact list to connect with other people
● Do not link social media accounts with other accounts (i.e. don’t use Facebook to 

sign in to other accounts)
● Talk to friends who may provide access or information to abusive partner, 

intentionally or or not

Social Media



● Waiting room
● Limit who can comment
● Limit who can share
● Do a Webinar rather than a group
● Don’t share public links
● Require registration
● Consider privacy issues when recording
● See NNEDV’s “Using Zoom: Safety, Privacy, and Confidentiality Considerations”

Zoombombing
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➢ Privacy and cybersecurity, passwords, privacy 
settings, digital hygiene

➢ Documentation and removal, how to detect and 
collect evidence of the abuse, how to get content 
taken down

➢ Education, learning more about technology 
facilitated violence

➢ Law and direct supports, legal rights, anti-violence 
organizations



Privacy and 
digital 
hygiene



Documentation 
and removal



Safety
Planning

British Columbia Society of 
Transition HOuses

Tech-safety Tool Kit
https://bcsth.ca/techsafetytoolkit/



Law and 
direct 
supports



Education
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including icons by Flaticon, and infographics & images by Freepik
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